RENTOO PRIVACY POLICY

Rentoo details

Rentoo LLC, Trade Licence No. 2645697.01, Sharjah Media City,
Sharjah, United Arab Emirates, hello@rentoo.ae, +971
541736100
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Website / Platform

rentoo.ae and any Rentoo website, application, booking page,
communication channel or approved operational tool.
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English

By clicking I agree, submitting my information or completing a
booking, I consent to Rentoo collecting, using, storing, sharing
and processing my personal data as described in this Privacy
Policy for booking, payment, deposit, verification, delivery,
customer support, claims, safety and legal compliance purposes.
I understand that I may withdraw consent where consent is relied
on, but this may affect the services Rentoo can provide.
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1. Scope and controller

This Privacy Policy explains how Rentoo LLC (Rentoo, we, us or
our) collects, uses, stores, shares and protects personal data
when you access or use rentoo.ae, the Rentoo platform,
booking pages, applications, WhatsApp, SMS, email, customer
support channels and related services.

For the purposes described in this Policy, Rentoo generally
determines why and how customer personal data is processed
in connection with platform registration, booking, payment,
deposit administration, customer support and claims
administration. Car rental companies may also process personal
data as independent controllers or service providers for the
purpose of performing the rental booking and complying with
their legal obligations.
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2. Key meanings

Personal data means any information relating to an identified or
identifiable natural person, including identifiers such as name,
contact details, identity documents, driving licence, online
identifiers, geographic location and booking records.

Processing means any operation performed on personal data,
including collection, recording, storage, use, sharing, disclosure,
transfer, restriction, deletion or destruction.

Sensitive personal data may include data that reveals health,
biometric, criminal, family, religious or other protected
information. Rentoo does not request sensitive personal data
unless it is necessary for a booking, accident, claim, legal
requirement, safety matter or another lawful purpose.
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3. Personal data we collect

We may collect the following categories of personal data:

a) identity and contact details, such as name, mobile number,
email, nationality, date of birth and address;

b) driving and eligibility documents, such as driving licence,
Emirates ID, passport, visa and additional driver details;

) booking details, such as vehicle category, rental dates,
delivery address, pickup and return information, extensions,
renewals and customer preferences;

d) payment and deposit records, such as transaction status,
deposit amount, refunds, chargebacks and payment tokens
from payment providers;

e) vehicle condition and claim records, such as photos, videos,
damage reports, accident records, police reports, fines, tolls,
parking, fuel, cleaning, lost items and repair documents;

f) communications, support tickets, complaints, reviews and call
or chat records;

g) technical data, cookies, device information, IP address, log
data, usage data and marketing preferences.
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4. Sources of personal data

We collect personal data directly from you when you use the
platform, create an account, submit a booking, upload
documents, contact us, make a payment, accept a vehicle,
return a vehicle, submit a claim or communicate with us.

We may also receive personal data from car rental companies,
their drivers and staff, payment providers, banks, identity or
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document verification providers, insurers, roadside assistance
providers, traffic authorities, toll operators, parking operators,
police, courts, regulators and other parties involved in a
booking, payment, accident, fine, claim or legal matter.
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5. Purposes of processing

We process personal data to: a) create and manage accounts; b)
receive, confirm, amend, extend, renew or cancel bookings; c)
verify identity, driving eligibility and payment ability; d)
coordinate pickup, delivery, return, customer support and
operational communications; e) process payments, deposits,
refunds, claims, chargebacks and deductions; f) administer
vehicle condition files, fines, tolls, accidents, damage, insurance,
police reports and disputes; g) prevent fraud, misuse,
unauthorized bookings, payment abuse and safety risks; h)
comply with laws, court orders, official notices, tax, accounting,
anti-fraud, traffic and regulatory requirements; i) improve the
platform, customer experience, service quality and booking
reliability; j) send service messages and, where permitted,
marketing messages and promotions.
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6. Legal bases and consent

Depending on the purpose, we process personal data based on
one or more lawful grounds, including your consent,
performance of a contract or pre-contract steps requested by
you, compliance with legal obligations, protection of your
interests or public interest, establishment or defense of legal
claims, prevention of fraud, and other grounds permitted by
applicable law.

Where processing is based on consent, you may withdraw
consent at any time by contacting us. Withdrawal does not
affect processing already carried out lawfully before withdrawal
and may mean that we cannot provide or continue a booking,
payment, deposit, delivery, support, claim or related service.
We will seek separate consent where required for optional
marketing, non-essential cookies, or processing that legally
requires specific consent.
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7. Sharing personal data

We may share personal data with: a) the car rental company
that supplies the vehicle and its drivers, employees, agents and
service providers; b) payment processors, banks, card networks,
wallet providers and fraud-prevention providers; c) identity
verification, document verification, cloud hosting, IT, analytics,
communications, SMS, email, WhatsApp, CRM and customer
support providers; d) insurers, roadside assistance providers,
workshops, recovery providers and claims administrators; e)
police, traffic authorities, toll operators, parking operators,
courts, regulators, government authorities and competent
official bodies; f) professional advisers, auditors, accountants,
legal advisers and debt collection providers; g) a buyer, investor
or successor if Rentoo is involved in a merger, acquisition,
restructuring or sale of assets.

We require service providers to use personal data only for
authorized purposes and to apply appropriate confidentiality
and security measures.
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8. Payments and deposits

Rentoo may use third-party payment providers to process rental
payments, deposits, refunds, chargebacks and deductions. We
may receive payment status, transaction references, partial card
details, payment tokens and risk signals, but we do not
intentionally store full card numbers unless expressly stated by
a payment provider process and permitted by law.

Payment providers, banks and card networks process payment
data according to their own security rules and legal obligations.
You should review their terms and notices where applicable.
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9. Cookies and similar technologies

We may use cookies, pixels, SDKs, local storage, tags and similar
technologies to operate the platform, remember preferences,
keep sessions secure, understand usage, improve performance,
measure campaigns, prevent fraud and support marketing
where permitted.

Some cookies are necessary for the platform to work. Optional
analytics or marketing cookies may be managed through the
cookie banner, browser settings or other preference tools we
provide. Blocking cookies may affect platform functionality.
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10. Marketing and service communications

We may send operational and service communications about
bookings, payments, deposits, documents, delivery, returns,
claims, safety, fines, tolls, support and legal notices. These
messages are necessary for the platform and bookings.

Where permitted by law and your preferences, we may send
marketing communications, offers and promotions by email,
SMS, WhatsApp, push notification or other channels. You may
opt out of marketing at any time using the unsubscribe method
or by contacting us. Opting out of marketing does not stop
service or legal messages.
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11. Cross-border transfers

We may store, access, process or transfer personal data inside
and outside the United Arab Emirates where our cloud
providers, technology suppliers, payment providers, support
providers, group companies, advisers or other authorized
recipients are located.

Where personal data is transferred outside the UAE, we will use
appropriate legal, contractual, technical and organizational
safeguards as required by applicable law, including transfer
arrangements, contractual obligations, security controls, access
restrictions and, where required, consent or contractual
necessity.
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12. Security

We use appropriate technical and organizational measures
designed to protect personal data against unauthorized access,
loss, disclosure, alteration, misuse or destruction. Measures
may include access controls, encryption or tokenization where
appropriate, secure service providers, logging, staff
confidentiality, document controls, backup controls and internal
procedures.
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No online service or transmission is completely secure. You
must keep account credentials, verification codes, devices and
documents secure and must notify us immediately of suspected
unauthorized access or misuse.
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13. Retention

We retain personal data for as long as reasonably necessary for
the purposes described in this Policy, including providing the
platform, completing bookings, managing payments and
deposits, handling claims, fines, tolls, accidents and disputes,
meeting accounting and tax obligations, preventing fraud,
enforcing terms and complying with laws.

When personal data is no longer required, we will delete it,
anonymize it, restrict it or securely archive it, unless continued
retention is permitted or required by law, court order, official
request or legitimate legal claim need.
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14. Your rights

Subject to applicable law and verification of your identity, you
may request access to information about the personal data we
process, a copy of your personal data, correction of inaccurate
data, deletion of data, restriction or stopping of processing,
portability of personal data, objection to certain automated
processing, withdrawal of consent where processing is based on
consent, and information about sharing and purposes of
processing.

Rights may be limited where we must retain or process data to
complete a booking, comply with law, protect safety, prevent
fraud, resolve disputes, collect amounts, establish or defend
legal claims, or comply with official requests.

To exercise rights, contact us using the details in this Policy. We
may request information to verify your identity and may
respond within the timeframe required by applicable law.

cligis 1¢

Joodl cllb el joa welinon (o Gl Gadadll xrloll oildll Blelso 2o
o0 B e Jgondlg dgadle 3l dpasadl olldl Jo> wlosles )

ol aaiiiy (ULl Bisg a8l yut ULl xusady dpasdl Ll
AN bl jasy e blyiedly deaseall obll Jag dadleall Blay)
wlagles Lo Jgandly dadlgall )] dodleall axiws losie 488l gall g
Asdleall olyely &S Lol Joo

alagy lgisdleo of ©ULIL Blaisdl lde e Loaie Bagda Goddl 1yoSi a3
ol olel3dl > of Jlesl pin of dodldl dylas of oygilall Jlzadl of joms
oldall Jzedl of lge ¢ Bl of ddgilall olilaall dals] of llall Joass
Agauy)l

By daaleadl i 8 Bylgll UL plasial Lea Lolsd (3otisl duslaal
ol lgdlazny Al Baall M- 535 a8g cliyga e Fisl) Slagles cdla
el gl

15. Automated checks and profiling

We may use automated or semi-automated checks to help verify
documents, detect fraud, assess payment or booking risk,
protect vehicles, prevent misuse, improve platform safety,
personalize content or prioritize support.

Where applicable law gives you a right to object to or request
review of decisions based solely on automated processing, you
may contact us and request human review, subject to identity
verification and legal limitations.
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16. Children and legally ineligible users

The platform is intended for persons who are legally eligible to
rent and drive vehicles or to make authorized bookings. We do
not knowingly accept bookings from persons who are not
legally eligible to contract or rent a vehicle.

If you believe that a child or legally ineligible person has
provided personal data, contact us so that we can review and
take appropriate action.
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17. Data accuracy and customer responsibility

Jandl &dgdunng WUl &8s VY

Rentoo - bilingual website legal document




English

g gall

You must ensure that personal data and documents provided to
Rentoo are accurate, complete, lawful and up to date. If any
personal data changes, you must update it promptly.

You must not provide personal data about another person,
including an additional driver, unless you have authority to do
so and have informed that person about this Privacy Policy.
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18. Data breaches

If we become aware of unauthorized access, loss, disclosure or
misuse of personal data that may create a risk to you, we will
take reasonable steps to investigate, contain, mitigate and
notify affected persons and competent authorities where
required by applicable law.

You must notify us immediately if you become aware of
unauthorized access to your account, documents, messages,
verification codes or booking information.
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19. Third-party websites and services

The platform may contain links, integrations or redirects to
third-party websites, payment pages, maps, messaging tools,
app stores, analytics providers or social media platforms. Those
third parties process personal data under their own terms and
privacy notices.

Rentoo is not responsible for third-party privacy practices,
security or content, except to the extent required by applicable
law.
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20. Changes and contact

We may update this Privacy Policy from time to time. The latest
version will be published on the platform or otherwise made
available to you. Material updates apply from the effective date
stated in the updated Policy.

For privacy requests, consent withdrawal, questions or
complaints, contact Rentoo at hello@rentoo.ae or +971
541736100, or by using the contact tools available on the
platform. You may also have the right to complain to the
competent data protection authority where applicable.
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